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Hash Funktion

Zerhacken und Mischen

Piep — 3027

Der

Vogel Py FE1D
sagte Piep

Der
Vogel
—> 2124

sagte Biep

Auswahl von Folien zur Schulung Web Services Sicherheit

© 2005-2007 Thomas Bayer



http://www.thomas-bayer.com

HTTP Digest Access Authentication

Client Server
GET /secure.htm
S
l¢
401+Realm+Nounce ( )
GET / secure.htm Password
Username+Nonce+Realm+Cnonce+Response ) DB
¢ \_/
200 OK

HA1 = md5 (username+Realm+Password)

HA2 = md5 (GET+/secure-htm)

Response = md5(HA1+nonce+rgquestcounter+cnonce+qop+HA2)
Cnounce = ClientNounce

gop = Quality of Protection 3
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Symmetrische Schllissel

Ah, how oft we
read or hear of
Boys we almost
stand in fear of!
For example, take
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Ah, how oft we
1o read or hear of
| Boys we almost
stand in fear of!
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Ah, how oft we read
or hear of

Boys we almost
stand in fear of!

For example, take
these stories

Of two youths,
named

Asymmetrische Schltsel
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Digital Signature Algorithm (DSA)

 US Regierungsstandard

 Erfunden von David W. Kravitz einem ehemaligen NSA Mitarbeiter
* Royalty free

« Basiert auf Primzahlen

« Arbeitet mit Public/Private Schllisselpaar
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Blowfish

« Symmetrischer Block Chiper Algorithmus
e 1993 von Bruce Schneier

 \Weit verbreitet, wird aber immer mehr von Twofish oder AES
abgelost

 Public Domain
o Schlussellange 32-448 Bits

» Einer der schnellsten Algorithmen bis auf den Wechsel von
Schlisseln

— PC -> Geeignet fur Passworter
» Grol3er Footprint von ca. 4KByte
» Sicher bei kurzen Klartexten
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Inhalt X.509 Zertifikat

 Version
— Version des Standards V1, V2 oder V3

e Serial Number
« Signature Algorithm ldentifier

e |Issuer Name
— X.500 Distinguished Name

« Validity Period
 Subject Name

e Subject Public Key Information
— Wert
— Algorithm Identifier
— Parameter
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Certificate Detalls

# o}

Certificate

General | Details | Certification Path

Show: | <Al ||

| Field Value |
E]Signature algorithrm mdSRSA
Elssuer client, osmakic, com
El'u'aliu:l From Tuesday, July 06, 2004 Z:04:...
E'v'alid ko Maonday, Cckober 04, 2004 21,
ESuhject client, osmatic, com
—Public key RS54 (1024 Bits)
Thuml:uprint algorithm shal
S thumbprint df 632267 366729 93 de... (™)

a0 81 89 02 81 81 00 bc 4f £7 59 £4 73 78 |a)
Sa b2 72 GBe 2c f1 92 ca 92 41 bf fe b0 74 [ |
£9 9= 5d bf 27 b2 cb la =3 8b £5 Sc al /o
Sa £9 S5b ca 57 0Oc 5f ab 78 72 39 f5 Se 75
19 14 =2 20 a0 74 2a 31 5a 94 04 4e 66 20
39 44 aa 41 bb S5a a3 80 7d cc 16 £2 4o dY
ch Be 23 cB8 =f b9 68 ftb 2d %= =9 7d =6 556G
22 28 f0 =1 dB8 9c 983 bY ad 6c 07 78 £1 98
ad b3 5= 78 b0 =4 54 13 07 83 c2 eb Ob 9 ™
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Kette des Vertrauens

Issuer  Subject Issuer  Subject Issuer  Subject
Hank Hank Hank Peggy Peggy Bobby

A2 AN
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IStruktur Keystore

Keystore (password: geheim)
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Erzeugen der Keystores

keytool -genkey -alias server -keyalg RSA
—dname "'CN=server, O=osmotic, C=com" -keypass simple
-storepass simple -keystore server-store -storetype JKS

keytool -export -alias server -file server.cer
-keystore server-store -storepass simple

keytool -import -noprompt -alias client -file client.cer
-keystore server-store -storepass simple

keytool -import -noprompt -alias server -file server.cer
-keystore client-store -storepass simple

12
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Configuration in web.xml

<security-constraint>
<web-resource-collection>
<web-resource-name>AxisServlet</web-resource-name>
<url-pattern>/services/BusTour</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>webservice</role-name>
</auth-constraint>
</security-constraint>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>AxisServilet</realm-name>
</login-config>
<security-role>
<description>the webservice role</description>
<role-name>webservice</role-name>
</security-role>

13
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Struktur Signature Dokument

Keylnfo Canonicalization Method
0..1 1
: * It 1 1 : !
Object Signature SignedIinfo
1 1
1 1
SignatureValue Signature Method
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WS-I Basic Security Profile

e Draft (June 2004)

e [Focuses on
— HTTP over TLS

— OASIS Web Services Security 1.0
« Username Token Profile
« X.509 Certificate Token Profile
 Planning: Kerberos Token Profile
» Considering: SAML Token Profile and XRML Token Profile

15
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Transparent Signing and Encryption

Verify SOAP Body with

? Sign SOAP Body with M )

client's private key S client's public key
/ /
Axis Client Engine Axis Server Engine
ﬁj Service Glgpal Transport :I'ransport Globdl Service
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Verify SOAP Body with Sign SOAP Body with server's
server's public key private key

—p Request Request with signed body 16
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Signed Request (Abridged)

<?xml version="1.0" encoding=""UTF-8"7?>
<soapenv:Envelope
xmIns:SOAP-SEC=""http://schemas.xmlsoap.org/soap/security/2000-12“ ...>
<soapenv:Header>
<SOAP-SEC:Signature>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#'>
<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/TR/2001/REC-xmlI-c14n-20010315"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<ds:Reference URI="#Body">
<ds:DigestMethod
Algorithm="http://wpw.w3.0rg/2000/09/xmldsig#shal”/>
<ds:DigestValue>2jymy/ 15rSwOyVb/vIWAYKK/YBwk=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>xlfychckeGheFa71J10Ybn9KSHg==</ds:SignatureValue>
<ds:KeylInfo>[ X509 Cg¢rtificate]</ds:Keylnfo>
</ds:Signature>
</SOAP-SEC:Signature>
</soapenv:Header>

<soapenv:Body>[Cut out]</soapenv:Body> |
</Soapenv: nve Ope © 2005-2007 Thomas Bayer
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Security Header

* Beschreibt die Verschlisselungs- und
Signierungsschritte, die der Sender angewandt hat.

* Kind Elemente sind geordnet.

<S11:Header>

<wsse:Security Sll:actor="_..." Sll:mustUnderstand=""..."">

</wsse:Security>

</S11:Header>
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ITo ken

 Ein oder mehrere Claims
« Kann signiert und verschlisselt werden
o z.B. X509 Zertifikat (Signed Token)

Username: Armin

Datum: 30.9.2006

Signature: Binary




WSS Handler in XFire

Client
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WSS4J
DOM Out out
WSS4J DOM
In In
—)p Request Request with signed body
Response <4—= Response with signed body

Server

DOM WSS4J
In In
WSS4J DOM
Out Out Server

Bean

20
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Apache WSS4J

e Java Bibliothek fir WSS
— SOAP Message Security 1.0 200401
— Username Token Profile V. 1.0
— X.509 Token Profile V 1.0
 Wird verwendet von:
— AXis
— XFire

21
Auswahl von Folien zur Schulung Web Services Sicherheit

© 2005-2007 Thomas Bayer



http://www.thomas-bayer.com

ISSO

Client

Authentifizierung \
' Assertion

|dentity Provider

e + Assertion

Service 1

Anfrage + Assertion .
Service 2
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Assertion

 Aussage einer Authoritat (Identity Provider) Gber einen Principal
* Inhalt
— Herausgeber, Signatur, Subjekt, Bedingungen, Statements

« SAML Statements
— Authentication
— Attribute
— Authorization Decision

 Wird von Identity zum Service Provider gesendet
 Konnen in WSS ,eingewickelt, werden

23
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SAML Konfiguration in NetBeans

|NetBeans IDE 5.5

e -

File Edit View Mavigate Source Refactor Buld Run CWS Tools Window Help
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SAML Assertion (vereinfacht)

<env:Header>
<wsse:Security>
<saml :Assertion AssertionlD="'sfad86e51"
Issuelnstant="2007-01-15T16:47:19Z"
Issuer="localhost''>
<saml : AuthenticationStatement
Authenticationlnstant=""2007-01-15T16:42:24Z"
AuthenticationMethod="urn:com:sun:identity:Application'>
<saml:Subject>
<saml :Nameldentifier>stockservice</saml :Nameldentifier>
<saml :SubjectConfirmation>
<saml :ConfirmationMethod>. . . :holder-of-key</saml :Confi
</saml :SubjectConfirmation>
</saml:Subject>
</saml :AuthenticationStatement>
<Signature><Reference URI="#sfad8 ‘“/></Signature>
</saml :Assertion>
<wsu:TimeStamp>...</wsu:TimeStamp>
</wsse:Security>

</env:.Header> 25
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SAML 2.0

* Wurde durch Funktionen von Liberty ID-FF und Shibboleth
beeinfluf3t

 Pseudonyme fir Privacy

» Identifier Management (flir Pseudonyme)
 Metadata

* Encryption

« Attribute Profile

« Session Management

« Unterstltzung fir mobile Gerate

» Identity Provider Discovery

26
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